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•
– n : node 
– t : 
– h : H() 
– D : POW difficulty level
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• Chernoff bounds

– { X_i : i in [n] } : 
mutually independent Boolean random variable.

– Pr[ X_i = 1 ] = p for all i in [n]

– X = Sum(i=1 to n) [ X_i ]

– m = n p : expected value of X

– for any d in (0,1] , 
Pr[ X <= (1-d) m ] <= exp(-d^2 m / 2)
Pr[ X >= (1+d) m ] <= exp(-d^2 m / 3)

Chernoff Bounds
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• Difficulty Level (D) 

– block

•
•

– "standard multiparty synchronous communication 
settings"

•
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• Difficulty Level 

–

•
–

• collision-resistant one-way hash function

– useful puzzle →
• Primecoin

S. King, "Primecoin: Cryptocurrency with prime number 
proof-of-work", http://primecoin.io/bin/primecoin-
paper.pdf (2013)
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block

Aggelos Kiayias, Ioannis Konstantinou, Alexander 
Russell, Bernardo David, Roman Oliynykov, "A 
Provably Secure Proof-of-Stake Blockchain Protocol", 
Cryptology ePrint Archive, Report 2016/889, 
http://eprint.iacr.org/2016/889 (September 2016)
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