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OVERVIEW OF THIS PART 1

* Background: brief introduction to cyberinsurance & securitisation
of debt

“* Insurance-linked Securities (ILS)

* Notion of catastrophe bonds (cat bonds)

* A modelling framework for cyberinsurance risk
“ general conclusions

* Open questions and further work
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CYBER AND DATA INSURANCE

Network downtime
Cyber-extortion

“ Ransoms

“ Reputational harm

Critical infrastructure
attacks from terrorist groups
or warfare

Cyber-esponiage leading to
market harm

r“On the limits of cyber- ]

insurance”. Bohme and
Gaurav. 2006.
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"ASSETS"”: VALUE-GENERATING
PROPERTY

"RISK”: UNCERTAINTY IN THE
VALUE TO BE GENERATED BY
AN ASSETT
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EXAMPLE OF A NORMAL RISK ASSET

NORMAL THINGS ARE ABNORMAL

“* Suppose I have an envelope E GBP to JPY Chart
con’raining ¥140 000 000 15 Mar 2016 00:00 UTC - 15 Mar 2017 17:40 UTC GBP/JPY close:139.85282 low:126.50826 high:162.33651
* Currently, the exchange rate is e
165
such that N b
[l ‘ W
150 ‘
¥140 000 000 = £1 000 000 1M
* Assuming we dont know more . M 2y
about global market dynamics 135 5y
and Japanese fiscal policy than oy
anyone else, we might* model - o Avs oo bes Feb 17
the value of E after one year ‘ l
using a Gaussian distribution
f

GBP - British Pound v < @ JPY-Japanese Yen \/

E ; N(1 000 000, 114 286*%*)

*ACTUALLY THIS WOULD BE POOR MODEL, AS CHANGES ARE MULTIPLICATIVE, NOT ADDITIVE
**BASED ON AN EMPIRICAL ST.DEV OF 16 JPY:: (1/140)*16*1000000 = 114286
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SECURITISATION IS FOR RISK-HUNGRY INVESTORS WHO OVEREAT

THIS IS BILL

BILL OWNS LOANS, BANKRUPTCIES,
MORTGAGES AND FUTURE DERIVATIVES.

BILL EXPECTS THESE TO MAKE MONEY FOR
HIM, SO BILL INVESTS THE MONEY HE
HASN'T MADE YET TO MAKE EVEN MORE.

BUT BILL DOESN'T WANT TO ACCEPT THE
RISK THAT THE ORIGINAL ASSETS WON'T
PAY-OFF AFTER ALL.

SO BILL WRAPS-UP THESE ASSETS INTO A
PACKAGE AND SELLS IT ON IN CHUNKS.

BILL IS RICH.
BE LIKE BILL.
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A VERY RISKY ASSET: WE CAN BUY IT FOR £1M

U
&

0.7 Lose it all... % O‘D\

Expected return £1.5M
Expected profit £0.5M

0.3 Get £5MI!
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"SECURITISING” THIS RISK

The long-term investment produces a good expected profit
per unit (0.5), but the risk of ruin is huge (0.7), too high
for us.

Suppose we come to a deal with HSBC and agree to the
following simplified contract:

We sell the risky asset to HSBC for a price = 1.5 - p
(where p = expected profit to HSBC.)

HSBC then accept all the stochastic losses and gains on the
asset, while we simply keep a fixed return of r = 1.5 - p

If p < 0.5, then we still make an overall profit from buying
the risky assett and then immediately selling it to HSBC.

E.g. if p = 0.35, both us and HSBC do rather well

—> HSBC can diversify-away their own risk by coming to
similar deals with 1000s of other people.
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“Modeling Fundamentals: So You Want to

Issue a Cat Bond?”. AIR (report). 2016.
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CATASTROPHE BONDS
A SPECIAL KIND OF SECURITISATION FOR INSURANCE FIRMS

* An insurer can be understood as an investor who takes a “long position”
against a clients business, or some asset of theirs, or even their life.

* The insurer will want to diversify (smooth-out) their long positions so their
their aggregate portfolio is Gaussian, with a negligible standard deviation.

“ But consider a property insurer who covers homes in Florida. Should a
hurricane directly hit Orlando the chance of ruin becomes very high.
These catastrophes create correlated risk, making the insurers loss
distribution very un-Gaussian.

“ By packaging up these extreme risks and selling to banks and capital
markets, the insurer can effectively "reinsure” themselves against

catastrophes. B | 1
“Modeling Fundamentals: So You Want to
Issue a Cat Bond?”. AIR (report). 2016.
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Cat Bonds

Traditional insurance firms will have used this kind of model
for the last couple of decades (since Hurricane Andrew)

AA/AAA

Treasury Bonds

r — 4 )
Sponsor | Special Purpose | ¢’ Capital
writers (re/insurer) ... . .. Vehicle arket
J -
i g Wil =
a Y 4 . ) 4 . )
Legal Modelling Structuring
Aid Agent Agent

o / - J - /

Swap
Counterparties
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MODELLING CYBER-RISK

“The complexity of estimating systematic;w
risk in networks”. Johnson, Laszka and
JkGrossklags. 2014

“ Traditional cyber-risk models
(especially for insurance) use the
mathematical concept of a simple
connected graph

J

* A simple model for
inferdependency

* positive externality of
security

* These pictures were two of the
networks I used in some work. The _
large nodes have many friends. The
colours are used to model similar ‘

- | ,, .

properties, such as using the same “Modeling Cyber-Insurance:
computers or in the same country. Towards a Unifying Framework”. Y
Bohme and Schwartz et al. 2010. —
L ] o




FalCWBH, WD/ —FRIEEETY, —ED
— K(&Microsoft Windows XPZ{ERH U CL\3T=6bBFRT

HELEBHERCER
FT BEHEMED DY X
£

=1

B0/ — R LEEXLEBEVSMIVACEL->TSY
TLACHBESNBAEMLBHUET,

AFX JQEBEVEISE., EK[IDFILVTULVELY, AF
YADFEAEDTEEIFEEZ(TITULET,

RPELUTULWBRIEFEAED

ERHINBBEEMRRT 3D\

PREELX T,

j HOBEEMAE LTRA

([C& > TEREICRSAEEY
hHWET,

L PR RBETHEST,

BQXOETITE, CO
BRPIEFTZIVMILA

“A modified epidemiological
model for computer viruses’
Piqueria and Araujo. 2009.

]




|
With probability @, |
infected nodes

propagate damage
to any neighbour.

First we have a graph with some nodes
associated with a given risk-feature (here
represented with green or blue colours).

T=1

After each time—
period, there is a
high chance of
infected nodes being
T “quarantined”.

But a small

proportion of nodes

may stay infected
and continue

The process
terminates when
all infected nodes |
are quarantined. |

The risk-vectors are activated with there
own probabilities. Here “green” nodes turn

out to be at risk, and so many green nodes

“A modified epidemiological
that would otherwise be healthy are infected.

model for computer viruses”.
Piqueria and Araujo. 2009.
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“Managing Cyber Insurance
Accumulation Risk”. Cambridge
Centre for Risk Studies. 2016.
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* Mass DDoS
“ Extortion Spree

“ Cloud
Compromise

* Leakomania

“* Financial
Transactional
Interference

CYBER CAT BONDS

“Managing Cyber Insurance
Accumulation Risk”. Cambridge

Centre for Risk Studies. 2016.
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TRIGGERS FOR CYBER RISK
'‘CYBER' IS STILL A VAGUE TERM

Correlational Risk Interdependent Risk

% Identify a subset of risk- ** Identify some notion of “exogenous

features of firms such that, if S

a threat affects only firms

% Define a metric on the portfolio of
with those features, that

clients that captures this exogenous

event acts as a trigger. risk

* Can use conjunctive or * e.q. the sum of the degrees of
disjunctive forms to get more the firms that are directly
precise parametrics, and to affected by random attacks

keep the probability of trigger

" * Then define a trigger based on the
at around 1%

output of that metric



CYBERINSURANCE AND

BLOCKCHAINS.
PART 2: THE POTENTIAL OF BLOCKCHAINS
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GENERAL IDEA

Use PAPPs on a public blockchain such as Ethereum to enforce and
define cyberinsurance (Cl) policies, products, event definitions,
payouts and fraud history in the form of smart confracts.

All eyber-incidents fo be publicly reported, as well as all policies
offered/accepted.
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“Cyber Insurance [is] 'held back’
by lack of data”. Ralph
(Financial Times). 2017.
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“Cyber Insurance [is] 'held back’
by lack of data”. Ralph
(Financial Times). 2017.

J

r B |
“Insurers tap cyber security
ratings to limit liabilities™. Kuchler
(Financial Times). 2017.
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ADVANTAGES VS DISADVANTAGES

* Credit history immediately available
* Gontracts publicly enforced -> good faith

* Large-scale incident data available for
risk-modelling

* Efficent competition between insurance
products (as consumers compare for
cheap)

* Unawmbigious contract defintions as given
by the code executed.

* Trends of cyber threat easy to follow

* Data on insurance fraud publicly
available

* Cedant anonywmity depends on hiding the link
between yourself (or your business) with the
public key.

* Underlying currency (e.g. ether) highly volotile.

* For non-anonywous entities such as insurers,
state law-wmakers, judges, some kind of Certificate
Authority and Public Key Infrastructure will be
needed, which may weaken trust in the
technology

* Regulatory enforcement of frauds, bad-faith or
credit failure historically poor in cyberspace

* Requires an infricate reputation and scoring
system for honestly of clients.

* If client profile is not publicly known, insurers will
need to conduet invasive checks before offering
thewm a product (although this is the case anyway)

* Solicitors are not software designers or
programmers
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EXAMPLE: PUBLIC DATA ON A CLIENT. EACH
PROPERTY CAN BE CODIFIED AND ASSOCIATED
WITH A VARIABLE SCORE/CATEGORY

* Industry code for business (e.q.
Healthcare-Dental-Private)

* Previous insurance policies applied-for:
approved/denied

* Size of business (turnover, profit history,
staff nubwmers)

* Legal domestication (e.g. France)
* Criminal or fraud history

* Credit history

* Business model

* History of Mergers and Aquisitions
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SYSTEM COMPONENTS OF A BLOCKCHAIN
CYBER-INSURANCE MARKET

Public :: Mixed : Private

Digital
Signature
Scheme

Cyber
threat
modelling

Self-
assesswment

Credit
scoring
process

Incident
reports

Product

Transaction Pevelopment

History

Policies Event :
approlved and c:),g;ls; External- Private ILS and
denied classification assessment Auditing Reinsurance

Feedback

( Subjective
and rating

Opinions

Bl Client Financial
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