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Given the urgent need for an effective global, risk-based response to the
AML/CFT risks associated with virtual asset financial activities, the FATF
has adopted changes to the FATF Recommendations and Glossary that
clarify how the Recommendations apply in the case of financial activities
involving virtual assets. These changes add to the Glossary new definitions
of “virtual assets” and “virtual asset service providers” — such as
exchanges, certain types of wallet providers, and providers of financial
services for Initial Coin Offerings (ICOs). These changes make clear that
jurisdictions should ensure that virtual asset service providers are subject
to AML/CFT regulations, for example conducting customer due diligence
including ongoing monitoring, record-keeping, and reporting of suspicious
transactions. They should be licensed or registered and subject to
monitoring to ensure compliance. The FATF will further elaborate on how
these requirements should be applied in relation to virtual assets.

Regulation of virtual assets — Oct 19t", 2018

http://www.fatf-gafi.org/publications/fatfrecommendations/documents/regulation-virtual-assets.html
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Pizza for bitcoins? by laszlo
1QkBTC = 5413 I'll pay 10,000 bitcoins for a couple of pizzas.. like
maybe 2 large ones so | have some left over for the
next day. | like having left over pizza to nibble on
: E later.
_____ - = May 18, 2010, 12:35:20 AM

e WL

Bitcoin Market
FICEBIFMNIIE EH > T
LWz THEERSI N BIEE

jercos

So nobody wants to buy me pizza? Is the bitcoin
amount I'm offering too low?
May 21, 2010, 07:06:58 PM

| just want to report that | successfully traded 10,000

bitcoins for pizza. ~ N‘ ..
% o

Thanks jercos! May 22, 2010, 07:17:26 PM N
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[ Welcome! | Silk Rosd < | Welcome! | Sitk Road x

> & = [ silkroadvbSpa3r.onion

Welcome Cult Leader!

Si I k Road messages(0) | orders(0) | account($0.00) | settings | log out

anonymous marketplace | search | | 2 (0)

8 days 2 hrs 51 mins 31 secs until Four Twenty!!!

Shop by category: News:

Drugs(2679)
Cannabis(741) . Who's‘your
Dissociatives(59) \ favorite?
Ecstasy(274) e Acknowledging
Opioids(214) - : Heroes
Other(76) '
Prescription(515) 2?335:,;‘&“5“ - ;%‘;;ﬁ"’“"” EaE :g:;g) ?p’:yc°d°"° (Roxe, e A Nnew annonymous
Psychedelics(348) $36.82 $49.50 szso'oo market The

Stimulants(256)
Apparel(22)
Books(283)
Computer
equipment(13)
Digital goods(220)
Drug .
paraphernalia(52) BITCOINS - NOW THE Diazepam (valium) 10mg - Anarcho47's Magikally
Electronics(19) LOWEST PRICE... 1000.., Epic...
Fireworks(1) $0.00 $425.50 $2.48
Forgeries(41)
Hardware(3)
Home & Garden(5)
Jewelry(1)

Armory!

e State of the Road
Address

Copyright (c) 2018, Japan Digital Design, Inc., All rights reserved.
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() Dark Net Markets List - (Tor & 12P) X =+

4 b C A O https://www.deepdotweb.com/2013/10/28/updated-llist-of-hidden-marketplaces-tor-i2p/
SECUTILY DY DENEVITIE U1dL 10T 1S €MUUgI LU PIOLELL YOU. 11 YOU WdIIL LTIE VETY DESL dIOTIyITILy

and privacy while on the Deep Web then you need to be using a VPN with Tor. Itis an
extremely valuable tool in your fight for anonymity. Click here to find the best VPN for privacy
on the Deep Web.

INVITE / REFERRAL ONLY MARKETS

This category is for markets that require an invite code or a referral link in order to register.
We have included valid links that will enable registration. Please note: safety is not
guaranteed! For the highest level of security, use multisig markets.

Filter

WALL STREET MARKET

Ykdirk ' 4.22 (192 REVIEWS)

& Top Markets! & MultiSig Or Trusted & Invite Markets

Marketplace url:
http://wallst3gida5wtn4.onion/signup?ref=276

Marketplace Forum Url:
http://x7bwsmcore5fmx56.onion/

Sub Dread:
http://dreadditevelidot.onion/d/WallStreetMarket

Notes:
Don’t recognize the market link you see here? READ THIS NOW

Offer 2/3 Multisig, direct deposits (no wallets), PGP login, BM-
Notification System & Autoshop for Digital Goods (CCs, Accounts

| P A9 =

TOP MARKETS!

MARKETS

VENDOR SHOPS

DISCUSSION FORUMS (INDEPENDENT)

NON-ENGLISH

Copyright (c) 2019, Japan Digital Design, Inc., All rights reserved. 30
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March 18, 2013
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Bitcoin C =} ‘
Bitcoin TEM L TLMUBEI
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http://webronza.asahi.com/business/themes/2913032800001.html

Source: http://www.coindesk.com/price/ 20145E (CEIES
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e
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H
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CryptoXChange [

MEGox (theft)

I Bitcoinica (theft) B15 =

== Linode
== BitcoinFaucet

» [ ] eitftoor (thert) o o
- E93 =
== 50BTC e [_l \ =
- fitMarket.eu mm Trojan-thief

e e B cdecker

Source: https://blog.wizsec.jp/2017/07/breaking-open-mtgox-1. htmI \?’%}"f
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|I>-|

= FATFD\HS(%IFEOD J2

y 2015:
fiB

'f}i*a\ﬁﬁ }ﬁ (C

Xif L/_CZS*EE Bz KD D

B S X ITHATE

¢ 2016%

S REETIE3 EHYE%&%
HEEE | BTE bﬁﬁﬁ“ (C

=[S DRl KA DS af

¢ 2017%

ffﬁ/;% /ﬁ/f (L_%E):Ej 54&
BEDEEC DL CHER
ZIERB LT

FATF

—

GUIDANCE FOR A RISK-BASED APPROACH

VIRTUAL CURRENCIES
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E Jameson Lopp 3 2 7ax0-33

On stage right now: people representing
approximately 90% of the Bitcoin hashing
power. Truly an historic moment.

O BREET

https://www.weforum.org/agenda/2016/06/these-photos-show-you-inside-an-icelandic-bitcoin-mine

Copyright (c) 2018, Japan Digital Design, Inc., All rights reserved. 36
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BitcoinlCc B} D HashratedD L5

- C X

E{DEEE Japan Digital Design

Bitcoin Difficulty:
Estimated Next Difficulty:
Adjust time:

5,646,403,851,534
5,261,178,561,254 (-6.82%)

After 1297 Blocks, About 10.0 days
34,835,022,717 GH/s

1 block: 11.1 minutes

1000000 | kiis [1.856e-9 | BTCImour USD/hour
[1000 | MHis [2.453e-8 | BTCIday USDrday
1 | GHis [3.127e-7 | BTC/week USD/week
[e.01 | THis [e.eeee01336 | BTC/MOnth USD/month

3 blocks: 33.2 minutes
6 blocks: 1.1 hours

Updated: 14:45 (4.5 minutes ago)
Bitcoin Hash Rate vs Difficulty {9 Months)
o
— Hash Rate(504) . o
Hash Rate(2016) Lrw - r"'l o
o Difficulty ~AYVAR A )
g N I lr--l{*iﬂi}:'l }ﬁ‘ "I,'lnl |"M4'\‘1 =
3 ," | ,',p’}‘" y ! Voo
I k}' " . o
S . \ J“."‘L II| -"'Irll-. 3
S 1N W v RS ©
= S ;-T._vnq'.i NI [
2 A T 2
T g e a aadW o £
S JH b S
@ W / pe
A A ¥ ! <t
A “,_d_
8 )"'1 'r{ “"‘rdl -
g o
P :
o~ = . m
§ . w\w""‘,‘:/' | “
L]
— T T T T T T T T T T T
Dec 2018 Feb Mar Apr May Jun Jul Aug Sep Oct Mow Dec

https://bitcoinwisdom.com/bitcoin/difficulty
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20174F Bitcoin/\J JLDEE & Bitcoin Cash& D H

usD

22,500

20,000

17,500

15,000

12,500

10,000

7,500

5,000

£,500

Market Price (USD)

Average UsD market price across major biiooin exchanges

Source: phockchain.info

Jul 16

Sep 16

Japan Digital Design
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Lightning Network

HY 5| FERHIR T E(C

Off-chain Transactions

(%)) On-chain Transactions =

HY 5| FEURH I ER A (C

JOvoFz—>FIC
Hl 5 i = CR Pl G
FHFEORER <
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CKPool: 0.2%

KanoPool: 0.2%

BitcoinRussia: 0.2%

/ BTC.com: 17.5%

58COIN: 0.4%

BitClub Network- 1.8%
BitFury: 1.9% 4 |
Bitcoin.com: 2.5%
Bixin: 2.8%
DPOOL: 3.2%

Poolin: 4.1% Unknown: 13.2%

SlushPool: 9.3%

F2Pool- 9.7% —

BTC.TOP: 11.5%

/

ViaBTC: 10.6%

\

AntPool: 11.1%

Copyright (c) 2018, Japan Digital Design, Inc., All rights reserved. 40
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Ethereum: $TASICCHFHSGRI(C/\V S 1L — MHEX

Japan Digital Design

Ethereum Network HashRate Crowth Chart

Finch the chart to zoom

HashRate (GH/s)

et "5 Jan 16 Apr 16 Jul "6 et "6 Jan 17 Apr"17 Jul 17 et "7

Antminer E3

Jan '8 Apr'1E Jul'"1a

ASICIC K DHashratelEZ g T 3% (C K DGPUBIRRUENNFI BHEHUE ?

&I CH2017EFEFR NS ASIC MininghMEX TLNEDEA D H ?
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1.1G]

1G]

SOOM |

00M |

700M

GO0M |

S00M |

4000 |

300M |

200m

201804007:
Monero - Hashrate:

157.2858M

e

Bitmain Antminer X3 P

'r''r*“"""r'r‘,l\,ﬁf"'L

100M |

N
2R

B i
_rptas o Aaiged L
I e ee W S

I S

Jul 2014

Jan 2015

Jan 2016 Jul 2016 Jan 2017 Jul 2017 Jan 2018

CryptoNightV7
NDEAT

Jul 2013
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o] - PRIETS &

Disclosure policy on self-mining

Zero tolerance policy against ‘secret mining’
‘Secret mining’ is a practice whereby an ASIC
manufacturer may mine with newly developed
equipment prior to selling or distributing such
equipment to customers. This has been criticized
as conferring an unfair market advantage to ASIC
manufacturers over individual community
member miners. Bitmain itself has been unfairly
accused of this practice. In the end, Bitmain
values transparency and fair competition. We
therefore remain opposed to this practice and
maintain our long-held zero-tolerance policy
regarding same.

We will never seek to mine ‘empty blocks’

blog bitmain.com/en/transparency-palicy-shipr

(] e
/./////.,I Il
/.////'/./II”
/./////.,I“l HURLT

Japan Digital Design

//.///‘ BLOG.BITMAIN.COM

i il

Our Transparency Policy for
Shipping and Mining Practices

As many of you have no doubt noticed, Bitmain has started to explore
policies and behaviors that aim to increase transparency and foster greater

dialogue between us and the cryptocurrency communities at large.

To put it plainly, we believe that communities served by Bitmain and its
products should be supported and served as transparently as possible.
Recent measures have included restricting order quantities, ensuring a first-
paid-first-ship order of fulfillment, blocking IPs that we suspect to be
hoarding, and publishing detailed shipping updates openly.

CATEGORIES
ain News (32)

Blog (9)
N (5)
Pro(2)

y News (24)

FTC shuts down Butterfly Labs, the second-

most hated company in Bitcoinland

We will provide shipping and volume
information of new miners to the public

tens of thousands of computers, and deliverec

Google

e 1

N MOST READ o

Copyright (c) 2018, Japan Digital Design, Inc., All rights reserved.
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NiceHash: J\W =1

sTEEENDHISETDTREIER

Japan Digital Design

MCeHasH

Ea 'l s Ty

Ftos: v nicehash.cnm

| argest Crypto-Mining Marketp

Aboul For sellers For buyers Help

P

Al

sell or buy cormputing power on demand

CoMEUting power of your 22, server,
workstation, 510 or farm
(zaf na d in Rircoins
Pawmzrts from Q000 Bitcoir
|'U'_-'I'|L'I'|.Z:- TETTHOrR R Uy

M reqistration requiran

W guices

Eshve Fasning power for mining Sitcoin,
uash, Ethersum wo v e

“irimurn arder price 7000 Ritcoin

Carcel atany time without @ cancellation foo
iy unily lor valid shares

Wira on any oo you wart

Regisler / Login

NiceHash Miner v2.0.2.4 - Beta

sTOP

0.00013551 BTC JPY 88.09

Current Mining Status: Active - Running.
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Bitcoin S IZBFDAIIE & Altcoin, Fork coindDIRSE

Japan Digital Design

Bitcoin5%ETIFDEIE

DO (Z(IBitcoin UMFTE LR

FRE (A < 28

Miner(d&Z < MDBitcoin EEHE (C UHMEZR TR
sTERZRE

Miner(C & D TBitcoinDEZEIE T D &
DT AW MHREL)

Hashrate (3% ERY /3 _E F4E[D)
BitcoinMME(ENY T IL RIC LRI B
1BFEIDMiner(L3H3E

FIFHE (A (CBlock DIETE X 1F D
FITER(FERET CTH O USHETTE

FITE - BEER(EOR0N
XINCHIB SN DEFHIIRZIATFES

Altcoin, Fork coindDIRSE

DR (C(IZARIMMRAEBE HHF
KiEE (B S = /Zmining pool (CFRE

Miner(3tR 4 IMREIE S DR TINREDF L)
TR 2 £t

REC K> TREBEENFEE L THEMDER
Wz g T NIERL

ASIC Mining(C & D Hashrate D2UE
MinerdDELE., FEHA(C K BHashrate DS

R EEDMESELS T I D

Miner| IERHEEREN & RN IEFE & Z LB
SEE(IHAE - —XOMORBZFERELED
RS C T/ confirmationZF/I=9 1T IT D
FBIR < fork coin CAME (ZFHFRIL

IN—RIA =D THITLIEOZEEO]EE
A —DZROIEZEHRHETE

IRE, SN DI SR - BEERTFFE
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AR R T & D1 & & T Inc (US)
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» N

(0 eenlorerourmem. oo

ShockChain Doplorer

x

Faccount

= gh=

L

moCount M RPAS T LTOT RSl aE) DG EMES KR AACH s

255 2018-01-26 100,000,000 1.25 MNCACEPSUWSCLTOTSSXAGIDOGZNESKFHEMONTTOG NODZVFAREWBILAWRNGINGHCOCADWENCNRIGEZWCI
N%:2R:44

287 2018-01-26 100,000,000 1.25 NCACEPSUWSCLTOTSSXACIDLIGZNESKFKEMONTTOG WEAGIICLTZWA FWRFEKEMFC-ONOZF DHIVEI DKAGE2
e H

258 201E-01-26 100,000, D0 1.206 MNCOACEPSUWSCLTOTEEXASIDOJGEINESKE FRAMIM 700 MOZEJEHELLP Y EWHPHY HALLAWRA TWHOY TR RS HAN
031409

258 20M3-01-26 Tab,aa0 1.20 MNO4CEPSUWSCLTOTEEXAGIDOJEEZNESKFROMIMNT 7 OG MEKLGYXEIVEEEAIKYPUME2UI FHASYERALAPUE NP
3022

280 201801 28 50,000, D 1.26 MNOC4CEPSUWSCLTOTREXEAGIDOIGINESKFKAGMINTTOG HNOODXIWEIZ GISMAEURMACFAIEHC2CETORTSEY TS0
KNI

251 201801-26 50,000, 000 1.258 MNCACAPSUWSCLTOTSEXAGINOLIGFNESKFHAMOMNT YOG HATSZ VAKFAFKKAET T RECADUEWP SIKIC 2HASRX CRW
W:GgE4ad

282 2018-01-26 30,000, 000 1.25 MNCACEPSUWSCLTDTSEMAGIDOIGZNESKFKSMONTTOG NETWFRIOCWITREYSY GRIPEIRIMVB2SKMEDSSEWFC
EaT24

263 201801-26 3,000 00 1.25 MNCIBPDNMRZPGECOMPINEXQGESAKMETEYRIASCEZ  NCACEPSLUWICLTDTOSXAGIDOIGZMESKFREMCHTTOGE
2114

2 2018-01-26 20,000, (00 1.25 MNCIBRDNMRZPGECOMPEMNEXRESAKMS TS YROWARCSE MCACEPSUW S LTD TS AL G AN E S KPR T DG
D0 10:06

265 2018-01-26 100,000, D0 1.20  MNCOSBIEDNMREZPLEESOMPEME R DESARME MY RENALES S MCACEPELNWSCLTDTSS XA IZMNESKFREMOM DS
Oonn922

2868 230126 100,000, G0 1.20 MNOSBISCNMIEZPEGEOOMPENE R REEAKMETEYTIKAGCSS HNCACBEPELMNWICLTDTSSKAGIDOIGIMEERFEOMCR T TR
oI |

2ET 201801 28 100,000,000 1.25 MCSBISDNMREZPGEQOMPENKXDEEAKMETEYRIVASNSZ  NCACEPEUWACLTOTISKAGIDOJGINESKFKEMONTTOR
Layos

280 201801-26 100, 000, D0 1.258 MCSEIADNMEZPGEOOMPFME X DEEAKMETEYRVASCET HNCACEPE LWL TOTRSNAGIDOUGEIMESKFRSMCHTTOE
x0E: A5

269 2018-01-26 100,000,000 1.25  MCIBIDNMRZPGEQOMPZNEXNQESAKMETEYRIKVASCSE  NCACEPSUWICLTDTISKAGIDIGENESKFRSMCHNTTOR
Dond:ag

270 201801-26 10 005  NCIBPDNMRZPGECOMPENKXQGESAFKMSTEYRIOGARGCS NEACGRSLWSCLTD TS KAGIDOIGZMNESKFKEMCNT TG
0o02:13

MEM IO NEM Forum  MEM Supcmodes Markct Cap: $2.568.007,000 Price: 50.298333 (0 .000028110 bic) Vorsion: 1.4.5 Logs Fidback
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¥ KD - SlockChain Explorer -
A O @ D esploreroumem.camytis_socountFaccount MCHEPSUWSCLTOT SRAG DOIETNESKRK SMONTTOE = @9 In D@ =
nem N BLOGCKS TRANSACTIONS =  ACCDUNTS » HWODES -~ WS & MOSACE  POLLS a
Account Detail
address NCACEPSUWLCLTDTEERAGIDOIEGZNESKFRIMUNT 700G
Pubhliz koy fedeea b P 206202 1 AM45af2Md 77 0dd 2oaa 564 b 1 c220hLbd S0 506N A0SR0
Balanca 14,01 5844
Wesled bedarc: 104534673
Imporancs 0.0543%

Harvest Info

Harees! slalus diszikded

mizunashi.coincheck stolen_funds do not acc
ept_trades:owner_of _this account _is hacker

Mosaic tJuanbly
1 serendipily:coin 100
2 mizunzshi.coincheck_stolen_funds_do_not_accept_trades:owner_of_this_account_is_hacksr 1
3 mimleklokean 10aaon
A friend.vegetabla:carrot 1
5 MYy _bess nelobogs 11
& namuyzn:faucel 1

MER IO HEM Forum  MEM Supomodeos Market Cap: §1.568, 997,000 Prico: S0.29G333 (0 00002210 bic) Worsion: 14.5 Lons Feodback
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%' MCKA - EockChain Cealzrer

A ¢ @ D esplorerournem.comy®s_sooountfaccount MOVERFRRIDDFTREKBFGCKE TEH 3MEHETSETIKATS =@ Ihn D G

HE'm1ll BLOGKS TRANSACTIONG -  ACCOUNTES »  NODES - NS & MOSAIGE  POLLS Q
Account Detail
address NCVPRFXRIDOF FRXRBFECKKITEHIMEHI TEXTERKETS
Pubhliz koy ARAOTANLT I VoS00 7 T40 T HE R Jed il cad 55 Th2 0665 5 33e Teeai 15k
Balanca o
Wesled bedarice 0
Imporancs U002 a%
Harvest Info
Harweesl slalus diszibded
Owned Mamespaceas
& Marmespace Heseghrd
1 st 1484505
[ ]
[ ]
ts:warning_dont_accept stolen_funds
— — — —
& Mosaic Luantity
1 temaming don_aceepl stolen_funds
Transfer Records
#  Timeslare A Few:  Bemuler Rexiipaiesn
1 AOAEGAN AR HET N RBARS 13 WNOVEREFERINDE S/ PYERRRC KR TP RHAMSHR TR TR AR MO RWERZPE SFW R YW RS aRSR ERA IS EIY Y RY T SH
MEM IO NEM Forum  MEM Supcmodes Markct Cap: $2.548 367,000 Price: 50.294263 (0 000028035 bic) Vorsion: 1.4.5 Logs Fidback
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Millions
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HHH https://twitter.com/MasafumiNegishi/status/976767126169010176
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Bitcoin& EfGiER EMIE LN Japan Digital Design
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QLUERRZRFGSRAI REBEBEDEEIEEE. DA Lw bOBREERZ D 7L A L - BIFELIC K DIRER - &l

https://www.value-press.com/pressrelease/187645
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9H14H. #970{@F93DBitcoin. Bitcoin Cash. MonacoinHVii L
9H 15H M SBitcoinDE TSR AIRIE(L

9H17H v O E 1 —O#NMEE(CIZHEZRHIA
9A18H 7w U E 1 —OfhIWasIAIFE (CHREZ RS
9H20H SHFf =K

10820H. 22H. it Uf=MonacoinDFEENH\FHIG =N/
10H26H. i UJzBitcoin CashDFZENH\FHIG =L/

RIBEE A maT Tt SEREERE
Bitcoin 5966.1BTC (#942.5{2M) 2723.4BTC ($919.412M)
Bitcoin Cash 42327.1BCH ($9211BF) 40360BCH (#J2012F)

MONA 6236610.1MONA (¥J6.7/8M) 5911859.3MONA (#J6.412M)




MonacoiniElfiHackathon on Sep. 23rd, 24th@JDD Japan Digital Design
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. MQTTCOVZEHN U THIS AT AICIRA
' MQTT Server DTS AT I
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