| SBFIINTAF VT 1 T 1 KO EDE M

Fn/NIX Bk

BEZEDKRKFKZFBEER - 7_‘ PRI SESIREE
EBILHRBRKESFCHIEZEFR 7Oy 7 F o —> - i BlfiR (RiTHRTE)
WIDE~” /17 NR— KX >\

@ F4RMBASEPZ SA P VAR AVS514 27— 3w 7 "The 4th Workshop Basing Blockchain" 2021/10/8



. REERJEE/RT >~ )AL

H

i

. Verifiable Credential

It H

TLL
alill

- DIV FUEE

_/\@}It\ .
ICFERTIYIV AT VT4 T4 & L GEAR

. Decentralized ldentifiers (DID)

. R CIRZE{CE) (A

. IAICET FEERDOEYD #H M~

. JAOAYIOF =27 TV —

T 1 DIINE

— ngﬂﬂg I*)l/f\’_

© Shigeya Suzuki

N 4

5 D[RED

Ao FERTIIINTIAT T4 T lciE7Ay I F o —>%F

15"1:/;%75{%\%

Y EREENGILEL




| REEAEEA TS LA



Verifiable health records updates

September 21, 2021

Widell Medical

Vaod Card  COVID-19

January 29, 2021 | B Jane Appleseed

IMMUNIZATIONS Moderna COVID-19 Vaccine

Moderna COVID-19 Vaccine ' =
2 1/29/21

Widel Medicel

January 1, 2021

IMMUNIZATIONS

Moderna COVID-19 Vaccine

With 10S 15, users can download and store verifiable health records, including COVID-19
vaccinations and test results, in the Health app. Verifiable health records in the Health
app are based on the SMART Health Cards specification. Users can choose to share
verifiable health records stored in the Health app with approved third-party apps
requesting this information, like airlines, event venues, and other businesses that
facilitate in-person interactions. And in an upcoming software update, they can also
choose to add verifiable COVID-19 vaccination records as a vaccination card in

Eﬁ? © Shigeya Suzuki https://developer.apple.com/news/?id=7h3vwlh5
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_\V[\= SMART® Home Frequently Asked Questions

SMART " Health Card

What are SMART
Health Cards?

SMART Health Cards are paper or digital versions of your
clinical information, such as vaccination history or test results.
They allow you to keep a copy of your records on hand and
easily share this infoarmation with athers if you choose.

— SMART Health Cards Framework Q

Protocol /

SMART Health Cards may be printed on paper or digital.

https://smarthealth.cards Qverview

Looking for a non-technical overview?

See the SMART Health Cards public landing page. Otherwise, read on for the technical specifications.
Status

Stable first release authored with input from technology, 1ab, pharmacy, Electronic Health Record, and
Immunization Information System vendors.

Contributing

To propose changes, please use GitHub Issues or create a Pull Request.

Introduction

This implementation guide provides a framework for "Health Cards", with a short term goal to enable a
consumer to receive COVID-19 Vaccination or Lab results and present these results to another party in a

§;§ © Shigeya Suzuki https://spec.smarthealth.cards
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[1] Verifiable Credentials Data Model 1.0

https:.//www.w3.org/TR/vc-data-model/
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[1] SMART Health Card https://smarthealth.cards

[2] RFC7519 JSON Web Token (JWT) https://www.rfc-editor.org/rfc/rfc/519

[3] Verifiable Credentials Data Model 1.0 https://www.w3.org/TR/2019/REC-vc-data-model-20191119/
[4] HL7 Standards https://www.hl7.org

[5] JSON Web Key (JWK) https:.//www.rfc-editor.org/rfc/rfc/517

[6] JSON Web Signature (JWS) https://www.rfc-editor.org/rfc/rfc/515
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"i1ss": "<<Issuer URL>>",
"nbf": 1591037940, // nbf = Not Before - Time Stamp
"vc" : {
" type A : [
"https://smarthealth.cards#health-card",

"<<Additional Types>>",

1,
"credentialSubject": {
"fhirVersion": "<<FHIR Version, e.g. '4.0.1'>>",
"fhirBundle" : {
"resourceType'": "Bundle",
"type'": "collection",
"entry'": ["<<FHIR Resource>>", "<<FHIR Resource>>", " . . "]
}
}

Jupyter Notebook Walkthrough: https://github.com/dvci/health-cards-walkthrough/blob/main/SMART%20Health%20Cards.ipynb
Demo Portal: https://demo-portals.smarthealth.cards



https://github.com/dvci/health-cards-walkthrough/blob/main/SMART%20Health%20Cards.ipynb
https://demo-portals.smarthealth.cards

Example Payload with FHIR Bundle

"iss": "https://smarthealth.cards/examples/issuer",
"nbf": 1620992383.218,
"vc" : {

"@context": [

"https://www.w3.0rg/2018/credentials/v1l"

1,
"type": [
"VerifiableCredential",
"https://smarthealth.cards#health-card",
"https://smarthealth.cards#immunization",
"https://smarthealth.cards#covidl9"
1,
"credentialSubject": {
"fhirVersion": "4.0.1",
"fhirBundle": {
"resourceType": "Bundle",
"type": "collection",
"entry": [
{
"fullUrl": "resource:0",
"resource": {
"resourceType": "Patient",
"name": [
{
"family": "Anyperson'",
"given": [
"John",
HB . 1A

]
}
1,
"birthDate": "1951-01-20"
}
by

"fullUrl": "resource:1",
"resource": {
"resourceType": "Immunization",
"status": "completed",
"wvaccineCode": {
"coding": [

{
"system": "http://hl7.orqg/fhir/sid/cvx",
"code": "207"

]

by
"patient": ({

"reference": "resource:0"
},
"occurrenceDateTime": "2021-01-01",
"performer": [
{
"actor": {

"display": "ABC General Hospital"

}
}

1,
"lotNumber": "0000001"

by

Header and Patient Information

% © Shigeya Suzuki

First Vaccination Record

"fullUrl": "resource:2",
"resource": {
"resourceType": "Immunization",
"status": "completed",
"wvaccineCode": {
"coding": |
{

"system": "http://hl7.org/fhir/sid/cvx",
"code": "207"

]

}
"patient": {

"reference": "resource:0"
},
"occurrenceDateTime": "2021-01-29",
"performer": [
{
"actor": {
"display": "ABC General Hospital"

}
}

1,
"lotNumber": "0000007"

Second Vaccination Record

10




Chain of Trust of SMART Health Card

JSON File: example.smart-health-card Web Server: https://smarthealth.cards/
JWS - Header JWKS file: in URL: https://smarthealth.cards/examples/issuer/.well-known/jwks.json
{ {
alg: 'ES256° "warning": "You should be using spec.smarthealth.cards. <snip>",
: ! "keys":
zip: 'DEF', {y :
kid: 'OBztBGRexVOme4ycPTBp-1AMWOmMUl OY1lg8mé4awW 34' "kty": "EC",
} "kid": "3Kfdg-XwP-7gXyywtUfUADwBumDOPKMQx-iELL11W9s",
"use": "sig",
"alg": "ES256",
IlchH: IIP_256II,
"x": "11XvRWylI2SOEyJlyf bWfw TQ5CJJINLw78bHXNxcgw",
JWS - Payload "y": "eZXwxvOlhvCYOKucrPfKo7yAyMT6Ajc3N70kAB6VYy8"
{ et e —_————- "kty": "EC",
ke’ MEEps s/ Jenen tiee) Ui stk Jereiy Los/ LesTEn ol "kid": "OBztBGRexVOme4ycPTBp-1AMWOMUL_OYlg8méawW_34",
"nbf": 1620992383.218, "use": "sig", . o . .
"we's { "alg": "ES256", X.509 CA Certificates for Issuer’s Signing Key
"@context": | ,_"x.lsle.",. £ -
" . ) " | MIICBJjCCAYygAwIBAgIUGgXgplmagmOhhHUNRDUNQhTKaZUwCgYIKoZIz<snip>",
https://www.w3.0rg/2018/credentials/vl | "MIICBjCCAWigAwIBAgIUWgu3m7STOFGIKDerCOQCcMK5A1bUWCgYIKoZIz<snip>",
1, — —'MIICMTECAZOgAWIBAGIUB+NTLVatdT 3U3x02 7 miRkithEQwegY FKoZ Fz<smip>,

"type": [ '-1,__‘—."-_
"VerifiableCredential", crv': "P-

I n n n . . . n
" " x": "f£6GJiCnbnBaIm2jDaH 3UPC7Y1-x5yBAi5ddz8v3Y w",
https://smarthealth.cards#health-card", "§KeqirFwiGIvIgWTDCOA]veCROPbIK7 6bWQKBLSEFZQ"
"https://smarthealth.cards#immunization",

"https://smarthealth.cards#covidl9" Issuer’s Slgnlng Key
|

"credentialSubject": {
"fhirvVersion": "4.0.1",
"fhirBundle": {

"resourceType": "Bundle",

I
n n o n S L1 . . |
‘type’: “collection’, Signing Key CA root CA l
sy | Certificate Certificat Certificat !
/] ————- Snip -—-—---- ertiricate ertitricate '
] |
}
} CN=SMART Health Card CN=SMART Health Card CN=SMART Health Card
} Example Issuer Example CA Example Root CA

Verifying Device

Trust Store
JWS - Signature

RH5TVWB- root CA
aYrPnbtb2LXU9gpC1lWRraOgQHJZxXSE htNScqg8NdIdgoUt5ClkvdiXbYqg

D79W87s1i9x66 fFCwmCmgw Certificate

Sg © Shigeya Suzuki Note: Part of this example is modified, and not from a real execution results due to the experimental environment
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Jupyter Notebook Walkthrough: https://github.com/dvci/health-cards-walkthrough/blob/main/SMART%20Health%20Cards.ipynb

h 5 1EH
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Decentl"alized Identifier (DIDS) V] O (Proposed Recommendation)
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Scheme

——
did:example:123456789abcdefghi

L J 1 J

I T
DID Method DID Method-Specific Identifier

Decentralized Identifiers (DIDs) v1.0

Core architecture, data model, and representations

W3C Proposed Recommendation 03 August 2021

This version:
https:/mww.w3.0rg/TR/2021/PR-did-core-20210803/
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Decentralized ldentifier (DIDs) v1.0 (Proposed Recommendation)
https://www.w3.org/TR/2021 /PR-did-core-20210803/

ossesizi 2021/9/28 : 3DD X VINHHEED S Formal Objectionh’ds D

DID refers to DID
subject did:example:123

L resolves to

contains

DID URL

did:example:123/path/tcirsrc

refers, and

recorded on
dereferences, to
_
4 A 4

;;M:D

Verifiable
Data
Registry

DID controls . DID document
controller
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DID Method & EZ&KIR;

DID Specification Registry (c—
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12. DID Methods

ISSUE

Method Name Status

did:3: PROVISIONAL
did:abt: PROVISIONAL
did:aergo: PROVISIONAL
did:ala: PROVISIONAL
did:bba: PROVISIONAL
did:bid: PROVISIONAL
did:bnb: PROVISIONAL

DLT or Network

Ceramic Network
ABT Network
Aergo

Alastria
Ardor
bif

Binance Smart
Chain

Author Links

Joel Thorstensson
ArcBlock

Blocka

Alastria National
Blockchain Ecosystem

Attila Aldemir

teleinfo caict

Ontology Foundation

This table summarizes the DID method specifications currently in development. The links will be updated as
subsequent Implementer’s Drafts are produced.

The normative requirements for DID method specifications can be found in Decentralized |dentifiers vi1.0:
Methods [DID-CORE]. DID methods that do not meet these requirements will not be accepted. We encourage
DID method authors to provide an email address in the Author Links column, as this helps with maintenance.

How will we automate the update of the namespace reservations and keep them in sync with the reserved
namespace in the Abstract Data Model? See issue #152.

31D DID Method
ABT DID Method
Aergo DID Method

Alastria DID
Method

BBA DID Method
BIF DID Method

Binance DID
Method

https://w3c.github.io/did-spec-registries/#did-methods

© Shigeya Suzuki

BEMNHD, WECDU X NTIETT3E @ozioe

DID Core Specification Test Suite and

Implementation Report
30 July 2021

Latest editor's draft:
hitps://w3c.qgithub.io/did-test-suite/

Editors:
Orie Steele (Transmute)

Shigeya Suzuki (Keio University)
Manu Sporny (Digital Bazaar)
Markus Sabadello (Danube Tech)

Participate:
GitHub w3c/did-test-suite

File an issue
Commit history
Pull requests

Copyright © 2021 w3c® (MIT, ERCIM, Keio, Beihang). W3C liability, trademark and permissive document license

https://w3c.github.io/did-test-suite/
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Dependency of Blockchain, Identity, and DNS

Bloc.kchain-basegl Cryptocurrgncies’ Blockchain =3¢ - - -

requires Anonymity for Fungibility

Blockchain Application .

depends on ldentity System @
Privacy-centric ldentity System

often needs Blockchain
(i.e., Decentralized ldentifier (DID))

o eE» e o
LY
Ty

A decentralized System does not work - o @ - < @
effectively without Distributed System, Blockchain

at least for now. This dependency is <«

especially true for DNS Decentralzied System Distributed System

© Shigeya Suzuki



Key Points in Formal Objection

. Interoperabillity

. pbeyond data model
. No standardized specs for methods - did:key or did:web?

. format compatiblility

Minutes on meeting on the topic (public)

21 September

WSC ' | DiD 1.0 Comments 2021 oD

Attendees Contents

. Decentralization
- - - / ) Present Tartek Celik, Chris Wilson, Philippe Le 1. DiD methods status & interop, standardization
Y I W e e ‘ e n r a l Z e Hégarat, Ivan Herman, Danie' Burnett, 2. Did we achieve to make DiD decantralized, civen
" u Travis Leitheac, Theresa Q'Connor, cenralized methods?
3. DiD methods and energy requirements :

Manu Sporny, Annetie Greiner, Jeffrey
Yasskin, Brent Zundel, Pamela Dingle, 4. JSON, JSON-LD
Eric Rascorla 5. Next steps

Regrets none
Chair plh
Scribe Dan

¢ Energy ReqUirement Meeting minutes
. ++» on public blockchain based methods LT S s e omen g sy

[1] https://www.w3.0rg/2021/09/21-did 1 0-minutes.html 19

% © Shigeya Suzuki


https://www.w3.org/2021/09/21-did10-minutes.html

Example: DID and related services

&3

© Shigeya Suzuki

]
DID Resolver : service endpoint DNS Resolver
[

resolves to DID document

\J

DID document

1

Verifiable?

How DID resolve?
Any other dependencies?

J resolves to IP address

FQDN Server

DNSSEC? X.509?
(DANE? DANCE?)

20



DID MethOd RUbI‘IC V-I O (W3C Working Group Note)

DIDI&. BC*E?
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FIZEAERIE DID Method BICHREE L5

. Te & Z I,

ThHd & H'H
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. FDI=H. DID MethodDR&L RFHEDLLLEZ T 5

IR

© Shigeya Suzuki

=¥ (AP IOY. X

DID Method Rubric v1.0 W3C Working Group Note 20 September 202

YETIVE(RETHD. BAAOFEME
IBTtxE%, DIDDEFK L

'Decentralize(d); =5 DOhE. MethoddDTH 1 >
HICERD, 5T, "decentralization" E WSSO B U -EE S Z RE
HS MMCTg - Te

1 —t— 1 —_—
IcHDXNEE LT, ZIK)C—E—
4 DID Method Rubric v1.0 W3"
_;c:; W3C Working Group Note 20 September 2021 ~

https://www.w3.0rg/TR/2021/NOTE-did-rubric-20210920/ 21
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DID Rubric @ Criteria #5ll (1)

3.1.1 Open contribution (participation) &

https://www.w3.0rg/TR/did-rubric#criteria-1 v1.0.0

3.1.1.1 Question §

How open is participation in governance decisions?

3.1.1.2 Responses ¢

A. Anyone can participate in an open, fair process where all participants have
equal opportunity to be heard and influence decisions.

B. Anyone can comment and contribute to open debate, but decisions are

ultimately made by a closed group.

C. Debate is restricted to a selected but known group.

D. Debate is conducted in secret by an unknown group.

3.1.1.3 Relevance §

Governance determines how the rules of the underlying network are set and
maintained. The more parties that are able to contribute to governance debates,

the more decentralized the governance.

3.1.1.4 Examples &

did:peer

did:qgit

did:btcr

Method Spec. Net. Reg. Notes

did:peer has no intrinsic network. It can use any
communications channel between parties. Only
those two parties are privy to the decisions
made about communications and recordation.
The spec is openly developed on github by a
listed set of contributors and issues may be
raised by anyone.

The git network is the git source code, which is
controlled (currently) by 16 people. They do not
have a public issues process. The spec is
openly developed on github by a listed set of
contributors and issues may be raised by
anyone. Each registry is controlled by potentially
unknown parties as negotiated in "meatspace”.

Changes to the bitcoin protocol are chaotic and
uncertain. They use BIPs, but the path to
adoption is uncertain and the relative power of
developers, miners, and users is open to debate.
The spec is openly developed on github by a
listed set of contributors and issues may be
raised by anyone.

https://www.w3.0rg/TR/2021/NOTE-did-rubric-20210920/#criteria-1
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DID Rubric @ Criteria #l (2)

§ 3.4.1 Auditability 3.4.1.4 Examples &

ttps:/iwww w3, org/TRdid-ubrickcriteria: 12

DID:peer maintains a cryptographic journal, but it is only available to the
did:peer C-  peers and, technically, can be refused (each peer may suspend interactions

§ 3.4.1.1 Question at any time).
If you have access to the autharitative git repo, you can see the
Who can retrieve cryptographic proof of the history of changes to a given DID Document? did:git B-  cryptographic journal. However, within the method specification, there is no

way to know if the repo you are inspecting is, in fact, definitive.

did:bter A Anyone can see everything.
§ 8.4.1.2 Responses did:sov A Anyone can see everything—the Sovrin ledger is completely public.
did:ethr A Anyone can see updates and deletes. Creation is private.
A. Anyone
did;jolo A Anyone can see updates and deletes. Creation is private.

B. Only a select group, including parties not involved in a given DID transaction
C. Only parties to the transaction

D. Not available

§ 3.4.1.3 Relevance

Trustlessness is a prerequisite of a decentralized system. If you have to trust the source of a DID
Document (i.e., if you can't verify cryptographically a DID Document that is returned from resolution),
then you are at the mercy of a potentially centralized authority. If, instead you have a cryptographic audit
trail, then the current state of a DID cannot be compromised by an intermediary or central party.

https://www.w3.0org/TR/2021/NOTE-did-rubric-20210920/#criteria-12 23
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On-going work: did:dnssec [1]

DNSSEC
RR as VDR IP address is
DNS and DID Resolver Available

L
in JavaScript Library without external dependency

D|D>—) D'D>—)<FQDN Server
document
/ !

A
Possibly -
Resolvable within Every Records are Verifiable by X.509? (DANE? DANCE?)
a browser DNSSEC

[1] Proposal on the Design and Implementation of a DID method over DNSSEC (did:dnssec)

https.//shigeya.github.io/did-dnssec-proposal/main/draft-suzuki-did-dnssec-proposal.html

[2] RFC7671: The DNS-Based Authentication of Named Entities (DANE) Protocol - Updates and Operational Guidance
https.//datatracker.ietf.org/doc/html/rfc7671

[3] WG Charter: DANE Authentication for Network Clients Everywhere (DANCE)

https.//datatracker.ietf.org/doc/charter-ietf-dance/

© Shigeya Suzuki
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